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ABSTRACT
1
 

Users’ long-term relationships with artifacts can improve or impair their well-being, depending on 
complex effects of the interaction with the artifact on the various aspects of the user’s life. In this 
position paper, we present a design evaluation processes that involve the users in evaluating 
designs that aim to improve their wellbeing. We focus on privacy as a concrete and central aspect of 
wellbeing. We briefly describe our study, which is based on a user-centered design (UCD) approach 
to design systems that are more privacy preserving. We have used a controlled experiments 
methodology, also known as A/B testing, to rank the intrusiveness of different design alternatives. 
Our approach aims to help with bringing the users’ evaluation of the systems’ privacy to the 
designers. With increasing interest in the willingness to manage ones’ time spent on varying digital 
devices, we suggest to discuss whether similar approach can be used to elicit users’ evaluation of 
systems’ wellbeing.  
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General scenario: iFindRest helps with 
finding restaurant and reserve a table.  

 
Figure 1. Intrusive privacy design, in which 

the users’ contacts details are automatically 

disclosed, showing who reserved a table 

 
Figure 2. Respective privacy design, in which 

the user knows that some of his/her contacts 

reserved a table.  

 

INTRODUCTION  

In 2006, explaining what user experience (UX) is about, Hassenzahl and Tractinsky wrote that UX 
aims to contribute to humans’ wellbeing, rather than solely preventing usability problems and 
achieving functionality [4]. Similarly, we refer to systems’ privacy design as an essential piece in the 
puzzle of increasing ones’ wellbeing. It is important, but not enough, to design systems that respect 
users’ privacy, but also to design them in a way that the users will feel that their privacy is being 
kept.  

When designing for privacy, developers usually consult with other developers or with the Chief 
Privacy Offices (CPOs) [3]. However, leaning only on internal feedback before launching a new 
system or a feature can end up in systems that mismatch users’ privacy expectations [1]. This is 
particularly important as end-users’ privacy expectations are not only based on the way their data  
is handled between them and the system (an aspect known as institutional privacy [9, 10]). Rather, 
expectations also cover social privacy: how systems allow managing relationships between end-
users, and the complexity that sharing and hiding information plays in these relationships [7, 9, 10].  

We conducted a study to help developers and designers with developing information systems 
that are more aligned with the users’ privacy expectations. We developed a novel privacy scale to 
measure users’ perception of a system’s privacy and evaluated it by using controlled experiments 
methodology. We were helped by the users to compare between privacy designs alternatives via 
the usage of scenarios and different variants.   

 
METHOD AND RESULTS 

To develop and to evaluate the scale we conducted a study with two major stages: 1) developing 
users’ perceived privacy scale, and 2) comparing privacy designs by using the scale. We began with 
the scale development, in which we recruited 459 participants via Amazon Mechanical Turk (AMT). 
To validate the scale’s reliability we used several methods including exploratory factor analysis (EFA) 
and confirmatory factor analysis (CFA). Our final scale includes 33 questions that are divided into 
three constructs: social, institutional, and risk. At the second stage of the study, we used the scale 
to compare two different privacy designs of three imagined applications, borrowing the controlled 
experiments methodology. We recruited 500 participants via AMT and found significant differences 
between the designs in two out of the three applications. For example, one of the apps was 
iFindRest which helps the users with finding restaurants based on their location and reserving a 
table. Figure 1 and Figure 2 demonstrates the two designs of screenshots, in which Figure 1 is 
privacy intrusively designed and Figure 2 is privacy respectively designed. In this case, the intrusive 
design was perceived as riskier compared to the respective design (p = 0.01), and we did not find 
significant differences in the other categories (social and institutional). Figure 3 summarizes the 
mean sub-scales scores of iFindRest scenario, comparing between the two cases. 



 

 

 
 
 

 
Figure 3. Per each scenario (iFindRest, 

Message4All, iFit), we compared the two 

privacy designs, respective vs. intrusive, per 

each subscale measure. Presented here: 

iFindRest scenario. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  PRIVACY, WELLBEING AND USERS 

We began with referring to the perception of having privacy as essential to users’ wellbeing, as was 
referred to in previous study [2]. We would like to further discuss our findings from the field of 
privacy in the light of wellbeing as the management of digital devices usage. We discuss the 
similarities between the fields and suggest exploring ways to involve users to enhance their 
wellbeing.   

Authors’ definition of digital wellbeing 

Our definition of digital wellbeing refers to designing systems in a way they will have a positive 
implication on the users, including their mental and/or physical state. It explains why designing 
systems that considers the users’ privacy expectations, for example, can contribute to ones 
wellbeing.  

We find similarities between the field of privacy and managing technologies usage. First, in 
privacy there is a known gap between users’ reported perceptions of privacy, considering it as 
important, and their actual behavior, seemingly contradicting each other. This gap is known as 
“privacy paradox” [6]. To a certain extent, usable privacy, aiming to make privacy management 
more accessible, helping to reduce this gap.  The field of managing technology usage is different, as 
there is no common agreement yet about the risks of not managing the usage time, with 
contradicting results of different studies [8, 12]. Nevertheless, “usable usage management” can and 
do affect users’ behavior [5], thus pointing to possible similar approaches to be taken to help users 
with managing their devices usage.    

Our results highlight the importance of brining the users’ perspective when designing systems in 
general, and specifically when designing for wellbeing. However, first, mentioning privacy paradox 
earlier, privacy is a complex idea. Therefore, the concept of using UCD approach to enhance privacy 
is applicable, however, limited. Second, there are many differences between privacy and usage 
management, therefore, we cannot assume that similar approach of controlled experiments will 
work for both fields.  There is a need to investigate whether existing wellbeing measures are 
appropriate and can be used to evaluate systems’ management usage effectiveness [11]. 
Additionally, there is a need to investigate whether turning to users in large scale is suitable. We 
find these questions interesting and suitable to the workshop’s goal. 

Speculative paragraph on how digital wellbeing will evolve in the next 10-15 years 

We will refer to technologies usage specifically, as different types of digital wellbeing (as promoting 
healthcare or increasing privacy) are different and will probably evolve differently.  Additionally, we 
will assume, for the discussion purpose, that evidences of the negative implications of uncontrolled 
technologies usage will increase, having a greater agreement about its possible consequences.   
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The tradeoff between users’ willing to keep and use technologies continuously, and possible 
negative implications as a result, will be present in the future as well. Possibly, the society will have 
a stronger demand to design systems that allow a better control of media consumptions, specifically 
for children and adolescent. The provided tools will both give the user autonomy to decide upon 
her/himself, and also automated, or set by someone else (as parents, for example). Subject to our 
mentioned assumption taken, regulation may also have a tremendous effect, resulting in defining 
standards for designing digital wellbeing.  
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